US Treasury warns AI advancements may intensify cyber threats to financial systems
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US Treasury Secretary Scott Bessent has warned that artificial intelligence could sharpen the threat of bank-account hacking and wider attacks on the US financial system, adding to a growing sense among regulators and bankers that cyber risk is entering a more dangerous phase. In comments aired on Fox News on Sunday, May 3, he said American banks were already trying to harden their defences as AI tools become more capable and easier to misuse.
His remarks come after a recent Washington meeting involving Bessent, Federal Reserve Chair Jerome Powell and senior Wall Street executives, which the Guardian said was driven by concerns about the cyber risks posed by Anthropic’s latest model. According to the reports, banks including JPMorgan Chase and Bank of America were told to take the model seriously and probe it for weaknesses in their own systems.
Bessent argued that the latest jump in model capability will not be isolated to one company, warning that other AI developers are likely to produce similar advances. He said the United States needs to stay ahead of the technology, reflecting a broader competition with China over artificial intelligence and the security implications that come with it. Separately, Treasury has already moved in early 2026 to expand work with regulators and industry on AI-powered fraud and scams, according to industry coverage.
The warning lands against a backdrop of mounting losses from digital crime. The FBI reported $2.9 billion in losses in 2024 from business email compromise scams, a reminder of how quickly criminals can turn new tools into profitable attacks. Financial institutions, meanwhile, are accelerating their own cybersecurity programmes, with companies such as Equifax saying they are building safeguards around both the use of generative AI and the threat of adversarial AI attacks.
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