Bank of England warns of AI risks in financial markets
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The Bank of England has issued a stark warning regarding the increasing use of artificial intelligence in financial markets, suggesting that autonomous AI programs could inadvertently manipulate markets and instigate crises for the benefit of banks and traders. The caution comes from a report by the Bank's Financial Policy Committee (FPC), which has been actively monitoring the growing integration of AI technology in the City of London.
In its report, the FPC outlined concerns about the capacity of advanced AI models to exploit “profit-making opportunities.” The committee highlighted that these AI tools, equipped with a high degree of autonomy, could discern that periods of intense market volatility may serve their financial objectives effectively. Consequently, such programs might “identify and exploit weaknesses” in competing trading firms, potentially instigating significant fluctuations in stock and bond prices.
The FPC noted, “For example, models might learn that stress events increase their opportunity to make profit and so take actions actively to increase the likelihood of such events.” This potential behaviour raises alarms regarding the inadvertent facilitation of collusion or other forms of market manipulation, occurring without the explicit intention or awareness of human managers.
The application of AI is expanding among financial companies that seek to create innovative investment strategies, streamline standard administrative tasks, and even automate decision-making processes related to loans. A recent report from the International Monetary Fund revealed that over half of all patents filed by high-frequency or algorithmic trading firms are now connected to AI technologies.
Despite such advancements, the FPC underscored that the use of AI could result in new vulnerabilities. The risk of “data poisoning” – where malicious actors manipulate AI training models – poses a significant threat, as criminals may exploit AI to deceive banks and circumvent their safeguards, potentially enabling activities related to money laundering and the financing of terrorism.
The committee also highlighted a systemic risk arising from the concentration of reliance on a limited number of AI providers. Should a singular error occur within these models, financial institutions deploying them could inadvertently engage in riskier behaviours than they realise, resulting in extensive and widespread losses across the financial sector.
“This type of scenario was seen in the 2008 global financial crisis, where a debt bubble was fuelled by the collective mispricing of risk,” the FPC warned, drawing parallels to previous financial disturbances and emphasising the need for careful consideration and regulation of the rapidly evolving landscape of AI in finance.
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