Marks & Spencer cyber attack disrupts online shopping for second day
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Marks & Spencer faced significant disruption for the second consecutive day as shoppers were unable to make purchases online due to an ongoing cyber attack. While the retailer’s physical stores remained open, it has fully suspended online orders across its website and mobile apps, affecting all product categories from food deliveries to clothing. The company also temporarily halted its click and collect service, which allows customers to order items online and collect them in-store.
The retailer has pledged to refund customers for any affected orders, but the disruptions have led to frustration among shoppers, particularly regarding communication issues. One customer, speaking to the Daily Mail, expressed dissatisfaction: “They need to do a better job communicating about click and collect. ‘May be some disruption’ does not equal ‘Don’t travel to store, you can’t collect your order.’” Another shopper commented on the lack of information in-store, saying, “Communication is non-existent. Got my email to collect my order, went into store, no one around click and collect area, screens were black, but the scanner was still working. Had to go to the checkout at the other side of the store to find staff to ask.”
The cyber attack has had substantial financial repercussions for Marks & Spencer, with the company’s market value declining by more than £500 million. Analysts estimate that the ongoing problems could be costing the retailer up to £3.7 million per day. In response, M&S has enlisted the help of cybersecurity experts, including the US-based firm CrowdStrike, to resolve the crisis.
The origin of the attack remains unclear. While there has been speculation about potential involvement by Russian agents, sources close to the investigation have discounted this theory, suggesting instead that it is more likely the work of criminal groups. Such attacks typically involve criminal hackers infiltrating a company’s IT systems, freezing operations, and demanding payment in return for restoring access.
Marks & Spencer has not provided a timeline for when the issue will be fully resolved. The incident occurs during a particularly busy retail period as summer shopping ramps up. Nicholas Found of Retail Economics commented on the broader implications, describing the event as “a stark reminder that no retailer, no matter how established or digitally sophisticated, is immune from the escalating threat of cyber crime.”
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