Co-op Group cyber attack disrupts back-office operations but leaves supermarkets unaffected
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The Co-op Group, a prominent UK retailer, has recently experienced a cyber attack that led to the temporary shutdown of certain back-office and call centre operations. Despite these disruptions, all Co-op supermarkets, e-commerce services, and funeral homes have continued to operate without significant issues. The company has stated that it is "not asking our members or customers to do anything differently at this point" and will "continue to provide updates as necessary." In response to the incident, the Co-op has "taken steps to keep systems safe" by "pre-emptively withdrawing access to some systems for the moment." (reuters.com)
This incident follows a significant cyber attack on Marks & Spencer (M&S), which disrupted its clothing and home orders for six days. The Metropolitan Police are currently investigating the M&S breach. As of now, it is unclear whether there is any connection between the two incidents. (reuters.com)
The Co-op Group operates over 2,500 supermarkets across the UK and also supplies food to Nisa shops. The company is collaborating with the National Cyber Security Centre to manage the situation, though it is unclear if the police are involved. The Co-op has emphasized that customer and member actions are not required at this time and is working actively to minimize disruptions and safeguard its systems from further unauthorized access. (reuters.com)
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