Marks & Spencer faces £3m daily losses amid new cyberattack and falling share price
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Marks & Spencer's ongoing battle with cyber threats illustrates the vulnerabilities that even established corporations face in an increasingly digital retail landscape. Recently, the retailer disclosed that 'some personal customer information has been taken', raising serious concerns among its loyal customer base. While it has provided some reassurance by affirming that usable card and payment details remain secure, the implications of this breach cannot be understated, especially considering the retailer’s history with cyber-related incidents.
The incident, first reported on April 21 during the Easter break, has triggered discussions about the effectiveness of Marks & Spencer's cybersecurity measures. The company's chief executive, Stuart Machin, is likely thankful for the timing of the warm and dry spring weather, which has positively affected in-store sales amidst the crisis. The change in weather appears to have provided a temporary boost, with customers eager to purchase summer clothing and outdoor essentials. Unfortunately for M&S, this respite comes juxtaposed with trade estimates indicating a loss of over £3 million in income per day due to the cyberattack, a figure some analysts suggest may be overstated as certain customers switch to in-store shopping.
Despite the loyal customer base that M&S has cultivated over decades—due in large part to its reputation for quality and innovation—the company’s share price has fallen by 12% in the past month. This decline serves as a stark reminder of the financial ramifications that can accompany data security breaches, igniting debates on corporate responsibility and accountability. As past incidents have shown, such as the technical glitches in 2015 that inadvertently exposed customer data, the necessity for robust cybersecurity frameworks has become more pressing than ever. In that case, M&S described the leakage as an internal error and unlike the current situation, assured customers that financial data was not compromised.
In a broader context, recent global events such as the pandemic and geopolitical tensions—including Russia's invasion of Ukraine—have created a complex economic environment, further complicating the challenges retailers face. The Bank of England's cautious stance on interest rates reflects the wider uncertainty in financial markets, also impacting consumer behaviour. As inflation persists, the need for sharper, more assertive financial strategies becomes increasingly evident. Economists, including the newest member of the Monetary Policy Committee, Professor Alan Taylor, have advocated for a more proactive approach to interest rate cuts, particularly amid the precarious trade conditions.
The implications of these dynamics extend even beyond M&S, to other sectors that are similarly threatened by disruptions. For instance, the film and video industries are on edge due to potential tariffs and logistical challenges, raising concerns about the viability of ongoing projects.
As Marks & Spencer navigates its current dilemma, it is poised at a crossroads. The need for accountability looms large; as it works to fortify its cybersecurity measures, the company must also reassure its customer base that it values their security as highly as their loyalty. The unfolding events will be closely watched, not only for their impact on M&S but also as part of a larger narrative concerning data integrity and the vulnerabilities faced by organisations in today's interconnected economy.
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