M&S stock stabilises for barbecue weekend despite ongoing cyberattack disruption
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Marks & Spencer (M&S) has announced a regained sense of normalcy in its inventory levels just in time for the barbecue weekend, following a severe cyberattack that has plagued its operations since Easter. The company claims that stock availability is "looking better every day," with a focus on popular warmer weather items such as barbecues and fresh bakery goods. After experiencing significant disruption from the attack, M&S is keen to reassure customers that in-store access remains operational, allowing them to purchase needed items, even as online orders remain suspended.
The fallout from the cyber incident has been substantial, with M&S reported to be losing an estimated £43 million a week according to Bank of America analysis. Following the attack, which involved the hacking group known as Scattered Spider, M&S was forced to halt all online transactions, bringing total daily online sales, which typically reach £3.8 million, to a grinding halt. This disruption has not only affected their digital sales but has also caused significant logistical challenges, leading to empty shelves in various stores. 
The company has maintained that its physical stores are unaffected by these issues, yet the impact on logistics has raised concerns about the efficiency of its supply chains. M&S has been collaborating with the UK's National Cyber Security Centre to investigate the breach and mitigate its consequences. Furthermore, they have issued warnings to their customers to be vigilant of potential phishing schemes, as the data compromised in the attack could result in fraudulent communications appearing to originate from M&S.
Other retailers have found themselves in similar situations, facing cyber threats from the same group. The Co-op, for instance, was able to limit its losses by quickly taking necessary precautions, including taking computers offline. In contrast, M&S has seen its shares tumble by more than 13 per cent since the incident, erasing over £1 billion from its market value, as the company continues to grapple with the ramifications of the attack.
In light of these complexities, consumer trust has become a pressing concern for M&S. Although the retailer has stated that no card or payment details were compromised, they have urged vigilance among customers who may receive unsolicited communications purportedly from the brand. This emphasizes the need for heightened cybersecurity measures not just within M&S but across the retail sector as a whole.
The situation serves as a stark reminder of the scale and frequency of cyberattacks in today's digital landscape, posing threats not only to corporate infrastructures but also risking personal data security across the consumer base. As M&S works to restore full functionality to its online services and reassure customers, the industry is left to reflect on the importance of robust cybersecurity measures in safeguarding against such disruptions.
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