Marks & Spencer faces multimillion-pound class action after prolonged cyberattack disruption
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Marks & Spencer (M&S) is embroiled in a significant legal battle, facing a multimillion-pound class action lawsuit following a severe cyberattack that compromised customer data. This incident, which has devastated the retailer's online operations for nearly a month, has raised concerns over data security and consumer protection. The company confirmed that hackers accessed customer information including contact details, dates of birth, and online order histories, though no payment or password data were stolen. Despite these reassurances, the possibility exists that affected customers may fall prey to phishing scams, leading M&S to issue cautionary advisories.
Thompsons Solicitors, a Scottish law firm, is spearheading the class action against M&S, claiming that the retailer's failure to adequately safeguard customer data has exposed its clients to potential fraud. Senior partner Patrick McGuire indicated a surge in client inquiries from concerned M&S customers, asserting that this could be one of the largest data theft cases in the firm’s history. "Group litigation means that the public can hold M&S to account for the theft of their details,” he stated, emphasising the importance of consumer rights in the face of corporate negligence.
The legal perspective on this breach is multifaceted, as articulated by legal experts who suggest that customers could seek compensation based on the "loss of control damages," reflecting the anxiety that accompanies such data breaches. Luke Harrison, a partner at Keidan Harrison, explained that claims, albeit potentially modest at around £500 each, could accumulate substantially, especially with an extensive customer base.
In addition to facing legal ramifications, M&S has experienced severe operational setbacks. The cyberattack, attributed to the ransomware group Scattered Spider and DragonForce, has reportedly cost the company over £60 million in lost profits, with more than £1 billion shaved off its market valuation. The disruption has halted online orders, which typically account for a third of M&S's clothing and home revenue, sparking concerns that prolonged outages could alienate customer loyalty.
Despite the chaos, the retailer has opted not to pay any ransom, in line with UK government recommendations, choosing instead to concentrate on fortifying its cybersecurity measures. Analysts have raised alarm that these decisions, while strategically sound, may prolong the recovery process and lead to lasting reputational damage. It remains critical for M&S to resume online operations swiftly, as customer experience is now intricately tied to confidence in the retailer's cybersecurity resilience.
Financial analysts have predicted a challenging road ahead for M&S, particularly as it prepares for its annual results announcement. While the retailer generated a strong financial performance prior to the breach, the repercussions of this incident are anticipated to bleed into its future earnings. CEO Stuart Machin could personally feel the impact too, facing significant financial losses linked to the attack, which has contributed to a pronounced drop in share price.
Interestingly, M&S might recover some losses through its cyber insurance, claiming up to £100 million. However, the potential for increased premiums looms over the company if cybersecurity measures do not improve significantly. As the current retail landscape faces heightened cyber threats, M&S's experience serves as a sobering reminder for other retailers to bolster their defenses against the ever-evolving cyber threat landscape. 
As the situation develops, the key questions remain: how effectively will M&S navigate this crisis, and what lessons will the broader retail sector glean from this major incident? The outcome could reshape not only M&S’s operational strategies but also the standards for cybersecurity across the industry.
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