Marks & Spencer faces £300 million hit after major cyber attack disrupts online sales
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Marks & Spencer (M&S) recently encountered significant disruptions as its website was taken offline for several hours following a major cyber attack, the latest challenge in a series of ongoing operational issues. Customers attempting to access the site during the early hours of Thursday were met with a message apologising for the inconvenience and announcing that updates were in progress. By 7 am, browsing functionality had been restored, yet online orders remained suspended, and the company warned that full service restoration might not occur until July.
This incident is part of a larger cyber assault that first emerged over the Easter weekend, exposing vulnerabilities within M&S’s digital infrastructure. The attack has been attributed to the Scattered Spider hacking group, which is believed to have infiltrated M&S's systems through social engineering tactics directed at a third-party supplier. Such incidents underscore a growing concern within the retail sector regarding third-party dependencies that can create significant security weaknesses, even against robust internal cybersecurity measures. Despite M&S’s considerable investment to enhance its cyber defences, the breach reveals that human vulnerabilities remain a critical risk.
The financial ramifications of the attack are staggering, with M&S anticipating a £300 million hit to its profits this year. This loss mirrors a broader trend, as the UK government's Cyber Security Breaches Survey indicates that over 40% of businesses in the country have faced cybercrime in the past year. M&S’s predicament is particularly acute given that online sales typically account for around a third of its clothing and home revenue. As the company grapples with this latest setback, other retailers are reassessing their cybersecurity strategies to mitigate similar threats.
CEO Stuart Machin described the attack as the most formidable challenge his team has faced, highlighting the company's renewed commitment to a comprehensive recovery strategy. He confirmed that customer data, including names, addresses, and birth dates, had been compromised, although payment information and passwords were reportedly safe. The threat from the malware used in this incident echoes a broader trend, wherein sophisticated hacking strategies are employed to target weaknesses in human processes rather than solely relying on technical vulnerabilities.
In response to the attack, M&S has launched an extensive review of its systems. Approximately 600 applications and thousands of servers have been subject to scrutiny in an effort to restore and secure operations. The National Crime Agency is currently investigating the breach, and the retailer has declined to comment on any ransom demands in accordance with law enforcement advice. While facing such substantial operational hurdles, M&S's strategy of prioritising long-term security over rapid service recovery could lead to further delays and reputational damage, as ongoing disruptions have already affected the availability of various products both online and in-store.
Retail analysts are watching closely as this incident may spur heightened investor scrutiny of executive accountability regarding cybersecurity, potentially affecting decisions around bonuses or incentives. As M&S navigates this turbulent period, it serves as a sobering reminder of the vulnerabilities that can exist within even the largest and most established brands. The future of M&S's digital strategy will depend on its ability to enhance its cybersecurity framework, rebuild consumer trust, and navigate the evolving landscape of cyber threats effectively.
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