AI shopping agents boost holiday sales but face security and trust hurdles
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According to the original ZDNET report, recent consumer experiments with AI agents , notably OpenAI's ChatGPT Atlas in Agent Mode , show these tools can successfully research products, find deals and even place same‑day orders, saving shoppers time and surfacing details they might otherwise miss. [1]
Industry data supports the consumer appeal: Salesforce and Adobe analyses cited rising AI‑influenced traffic and sales during the holiday season, while surveys from Talkdesk and Experian indicate large proportions of shoppers used AI for gift finding and deal discovery and say they are more likely to embrace AI for future shopping. These figures help explain why shoppers such as ZDNET’s reviewer and other early adopters have started to include agents in their workflows. [2][3][6]
Yet experts and analysts caution that the technology still carries meaningful blind spots. Retail consultants told ZDNET that agents may miss retailer‑specific inventory, loyalty benefits or value‑added services and that users often prefer to keep a final approval step for payment, addresses and reward redemptions. That hesitancy underlines a wider debate about handing over control to automated systems. [1]
Security and fraud risks compound those concerns. IDC and security specialists describe the current landscape as nascent and uneven: agent‑led purchases demand access to credentials and payment data, and fraudsters are already adapting to exploit guest checkouts, seasonal offers and harvested accounts in travel and retail contexts. Industry sources advise stronger protections and new payment protocols to mitigate these threats. [1][5]
Payments firms and platform owners are responding. Google’s Agent Payments Protocol and Visa’s Intelligent Commerce initiative are examples of industry efforts to create standards and frameworks for secure agent‑initiated transactions, while some retailers and infrastructure providers are changing crawler and scraping policies to protect proprietary listings and traffic. These measures aim to balance convenience with control and revenue protection. [1]
The rise of AI agents also has implications for retailer engagement and conversion metrics. Analysts note agents summarise product information for consumers and can reduce page views and browsing time on merchant sites; conversely, tools that provide price history or deal validation may shift purchase timing and lower impulse buys, affecting conversion dynamics and return rates. Retailers are therefore reconsidering customer experience and measurement strategies. [1][2]
Consumer sentiment remains broadly positive but conditional: post‑season surveys show many shoppers who used AI felt happier and more willing to reuse the tools, yet later polling also finds a strong desire for transparency about when AI is in use. That appetite for disclosure suggests trust will hinge not only on technical safeguards but on clear communication from retailers and platforms. [3][4]
In sum, AI agents already deliver tangible time‑savings and personalised assistance, but their wider adoption depends on resolving security gaps, clarifying liability and payments flows, and ensuring retailers can protect value while remaining discoverable. For most consumers today, the prudent approach is to let agents assist with research and recommendations while retaining the final approval step for purchases. [1][2][3][4][5][6]
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