Edinburgh schools reopen on Saturday after phishing attack locks thousands out of exam resources
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Thousands of pupils in Edinburgh faced a disruption this past weekend as they were called upon to reset their IT network passwords due to a phishing attack that had locked them out of crucial learning materials. The incident unfolded urgently on the Friday before exams, prompting the City of Edinburgh Council to open all secondary schools on Saturday, enabling approximately 2,500 students to regain access to their online study resources.
The cyber attack was identified when a staff member reported “unusual and suspicious” activity across the schools' IT network. In response, the council took a precautionary measure by initiating a password reset for all users, effectively locking staff and students out until they established new credentials. Education convener James Dalgleish expressed gratitude to school staff for their swift response, noting that their vigilance helped mitigate potential disruptions to students’ exam preparations. "My thanks once again to our colleagues for their quick thinking and vigilance, without which this could have been far worse," he stated.
As the incident unfolded, the Scottish Government affirmed that no data had been compromised, and the situation was being closely monitored. A spokeswoman for the government noted that the City of Edinburgh Council was receiving support from the Scottish Cyber Co-ordination Centre. The ministers were also reassured about the impact on exam arrangements, signalling a commitment to uphold the integrity of the educational experience during such crises.
This incident in Edinburgh is not an isolated case, reflecting a broader trend of increasing cyber threats in educational institutions across the UK. According to the Cyber Security Breaches Survey 2024, a staggering 92% of primary schools and 89% of secondary schools reported experiencing phishing attacks within the last year. This alarming statistic underscores the pressing need for robust cybersecurity measures within the sector, as educational institutions often handle sensitive data and thus become prime targets for cybercriminals.
The situation raises pertinent questions about the overall resilience of educational networks against cyber threats. Recent events, such as a major security breach in Education Scotland’s digital learning platform Glow, which necessitated a password reset across the board due to potential safeguarding risks, highlight the fragility of online educational systems. In that incident, students were inadvertently encouraged to share credentials, emphasising the crucial nature of cybersecurity education and protective policies.
Adding to the narrative of vulnerability, the incident in Edinburgh mirrors a recent ransomware attack on schools, including the Harris Federation in London, that rendered 37,000 pupils unable to access their email due to encrypted data. The National Cyber Security Centre has issued multiple alerts regarding rising attacks on educational facilities, advocating for heightened security measures and awareness.
In light of these threats, educational bodies are making strides to bolster cybersecurity awareness. Initiatives like the Cyber Security Escape Room, which engages students in simulated cybersecurity challenges, aim to better prepare young individuals for the realities of digital threats. This proactive educational approach reflects a broader understanding of the importance of integrating cybersecurity into the curriculum, ensuring that students are not only recipients of education but also equipped to navigate and secure their digital environments.
The response in Edinburgh showcases a collective effort to overcome cyber challenges while maintaining educational integrity, reflecting both the urgency of the current landscape and the resilience of the community. As students prepare for critical exams, the ongoing commitment to enhancing cyber resilience remains a priority for all stakeholders involved in their education. 
Such incidents reinforce the urgency for all educational institutions to prioritise cybersecurity, ensuring that they not only react swiftly to threats but also build extensive preventative strategies to safeguard the future of learning. 
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