Scotland’s schools face rising threats as phishing exploits lock out students

[image: ]
In recent weeks, schools across Scotland have become increasingly vulnerable to cyber-attacks, highlighting a critical gap in cybersecurity awareness among young users. This trend has been starkly illustrated by incidents involving the City of Edinburgh Council and West Lothian Council, where phishing exploits have locked students out of online learning resources. The severity of these attacks is underscored by the fact that they forced authorities to implement immediate password resets for all users—staff and students alike—raising significant concerns about how well young people are equipped to handle such threats.
Dr Suzanne Prior, a cybersecurity expert at Abertay University, has been at the forefront of examining these vulnerabilities. She points out that there is a widespread misconception that children are inherently safer online due to their familiarity with technology. In reality, Dr Prior argues, this perceived competence may contribute to their increased risk. Her research suggests that, beneath a surface understanding of technical terminology like "encryption" and "firewalls," many young people lack the deep comprehension necessary to navigate potential online hazards effectively. This disconnect can make them particularly susceptible to sophisticated phishing schemes designed to trick them into revealing sensitive information.
Phishing, the act of deceiving people into disclosing personal information, is becoming a prevalent threat in educational settings. Recent data reveals a dramatic increase in these attacks, particularly against K-12 institutions. A report indicated that the number of affected districts doubled from 2022 to 2023, with 108 districts suffering incidents. The ramifications of such cyber intrusions can be severe: from operational disruptions to financial losses and potential breaches of sensitive personal information. Notably, schools often possess a wealth of data—from names and birth dates to academic records—making them prime targets for cybercriminals.
What exacerbates the vulnerability is the environment in which young people are learning. Schools have become heavily reliant on technology, a shift accelerated by the COVID-19 pandemic. Dr Prior reminds us that while the infrastructure is evolving, the most significant weak point remains the users—students and staff who may have limited experience and training in cybersecurity. Teachers, despite some having undergone basic cybersecurity training, do not typically have the extensive knowledge required to effectively safeguard against these threats.
Furthermore, phishing attacks can be broadly categorised into two types: mass attacks, which involve indiscriminate targeting of numerous individuals, and spear phishing, which targets specific individuals with tailored messages. The implications of these attacks extend beyond immediate security concerns; they can severely erode trust among students, parents, and staff, leading to long-lasting reputational damage for educational institutions.
In light of these challenges, Dr Prior emphasises the necessity of ongoing education about online safety. Children must not only be taught about potential dangers but also how to remain vigilant in their everyday online interactions. Consistent, integrated training in cybersecurity is essential—as Dr Prior aptly described, discussing online safety should be as routine as conversations about stranger danger.
Moreover, the practical strategies for mitigating risks include the use of unique and strong passwords, regular system updates, and the employment of password managers. These tools take on significant importance, especially in environments like schools where multiple accounts are common. Dr Prior advocates for maintaining an open dialogue about online security, helping young users understand the importance of vigilance and critical thinking when interacting with digital platforms.
As the dialogue surrounding substantial cybersecurity incidents continues to unfold, the necessity for comprehensive training and awareness programmes becomes increasingly apparent. Recognising that vulnerability is not confined to a specific demographic can pave the way for stronger protective measures, ultimately ensuring a safer online environment for all users in educational institutions.
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