Australia’s under-16 social media ban sparks debate over flawed age verification and children’s privacy
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Australia's impending legislation to ban social media access for users under 16 years old heralds a pivotal shift in the regulation of online platforms. Following its announcement in November 2024, the law is set to take effect in December 2025 and has garnered significant attention, not only within Australia but globally, as other nations including the UK, Ireland, Singapore, and Japan consider similar measures. This unprecedented approach reflects deepening concerns about the impact of social media on young people's mental health, with Prime Minister Anthony Albanese advocating for stronger protections amid rising public support for the initiative.
The new law prohibits social media companies from using official identification methods, such as passports, for age verification, and further restricts them from tracking Australian users. However, it fails to define alternative protocols for age verification, prompting the federal government to initiate a trial of various age verification technologies. Spearheaded by the Age Check Certification Scheme, a UK-based organisation, this trial aims to evaluate methods capable of ensuring users' ages effectively and is expected to conclude by the end of June.
Criticism, however, has already emerged regarding the trial's scope and the technological innovations being assessed. Sources highlight the issue of "age assurance" versus "age verification," the latter being a stricter and more reliable method of validating a user’s age through credible documentation. The current methodologies under review include facial recognition systems—seen by some experts as flawed, particularly for children whose facial features are still developing—and less reliable techniques such as metadata analysis and behavioural estimation.
Moreover, observations from child advocacy organisations, such as Digital Rights Watch, underscore the challenges inherent to these technologies. It has been pointed out that minors can easily bypass age restrictions through the use of virtual private networks (VPNs) and various tactics such as logging into accounts of older individuals. The debate surrounding the efficacy and practicality of age verification highlights a broader ethical concern regarding children's privacy rights, as effective implementation should not come at the cost of compromising their personal data.
Doubts permeate the effectiveness of the technologies being trialled, with reports indicating resistance from major tech companies. Apple and Google, for example, have shown minimal engagement in the trial's processes, opting to promote their solutions. Apple's age verification proposal allows for parental oversight, thereby shifting some responsibility onto parents and raising concerns about adult compliance in managing minors' online interactions. In contrast, Google’s proposal requires users over 16 to share sensitive government-issued IDs, raising further privacy concerns while lacking infrastructure to fully unite social media platforms under a cohesive verification system.
The implications of this legislative move extend beyond safeguarding minors; they pose significant questions about the future landscape of digital communication. Critics argue that rather than protect children, the ban might inadvertently isolate vulnerable youth from essential support networks and self-expression avenues available online. As Lizzie O'Shea, co-founder of Digital Rights Watch, noted, the measures might do little to address the underlying issues associated with unhealthy online behaviours, leaving many unanswered questions about the responsibility of tech platforms, parents, and policymakers.
Overall, as Australia readies itself to enforce this unprecedented legislation, it is imperative to consider the broader implications on children’s rights, digital interactions, and the responsibilities of technology companies. This legislative path may set a global precedent for how youth engagement in digital spaces is regulated, but it also raises concerns about the balance between protection and the rights of children to access necessary information in a rapidly evolving digital landscape. As the trial progresses, its outcomes will likely shape not only Australia's approach to online safety but also influence international discourse on youth engagement with technology.
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