Puffin withdraws 'Spy Dogs' series as external website hijack exposes children to adult content
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A widely-loved series of children’s books titled "Spy Dogs," written by Andrew Cope and targeted at seven to 11-year-olds, is being urgently withdrawn from bookshops and primary schools across the UK. This dramatic action follows the discovery that a website link printed in several editions of the series now directs users to pornographic material. 
The printed editions prominently feature a URL intended to provide readers with further insights into the characters in the stories, such as Lara, Spud, and Star. Originally created and owned by the author to enrich the reading experience, this domain, established in 2016, has recently been taken over by a third party who replaced the family-friendly content with explicit images and videos. The publisher, Puffin, a subsidiary of Penguin Random House, has confirmed that the adult content found on the hijacked site has no connection with either the author or Puffin.
Bookstores like Waterstones swiftly responded to the situation by removing the affected titles from their shelves, with one store in West London replacing the books with an empty space as a stark visual indicator of the seriousness of the issue. Schools across various local authorities were alerted, with many sending letters home to parents, advising them to return any copies of the books held by their children until the matter is resolved.
Puffin has paused all sales and distribution of the “Spy Dogs,” “Spy Pups,” and “Spy Cats” series during the ongoing investigation. The publisher describes the legal process to regain control of the domain as “in-depth and complex,” indicating that it may take considerable time to fully resolve the problem. In an official joint statement with Andrew Cope, Puffin urged the public not to visit the compromised website and reassured readers that the publisher was treating the matter with utmost urgency, engaging with retail, educational, and library partners to ensure the books are removed until a solution is found.
This incident highlights a broader issue facing publishers and educators regarding the increased reliance on digital components linked from print media. Similar problems have been reported internationally, including a recent case in China where a school textbook’s QR code inadvertently led students to adult content after the original domain expired and was hijacked. These cases raise critical concerns about digital safety controls, domain management, and the safeguarding of children’s content online.
As Puffin works through the legal and technical challenges involved, the episode serves as a cautionary tale for authors, publishers, and educators about the vulnerabilities inherent in linking young readers to external websites, especially when domains are not permanently secured or maintained. The swift action by Puffin and retailers to pause sales and withdrawal the books reflects an industry-wide commitment to protecting young audiences from exposure to inappropriate content.
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