Insurance chief risk officers prioritise cyber and AI-driven resilience amidst shifting risk landscape
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Insurance chief risk officers are increasingly fixated on cyber threats, with EY saying a majority now see cybersecurity as the issue most likely to demand their attention over the next year. The consultancy's latest survey also shows that third-party and vendor cyber exposure sits among the top five concerns for a significant share of respondents, underlining how the sector's risk picture is being shaped as much by supplier networks as by internal systems.
EY's findings suggest insurers are responding by folding cyber, operational resilience and third-party oversight into broader, more joined-up risk frameworks. The survey says firms are expanding continuous monitoring, tightening governance and using more scenario testing, while also widening scrutiny of fourth-party relationships. That reflects a wider shift in the industry towards anticipating how disruption can travel through increasingly interconnected operations.
The same study points to a rapid embrace of generative AI in risk teams, with chatbot and large language model integration emerging as the most common use case. EY said insurers are also investing more heavily in data, analytics and AI capabilities, even as they expect routine manual work in risk functions to decline. A separate EY report published in May 2025 said governance and controls are becoming more important as AI adoption accelerates and regulators take different approaches across jurisdictions, prompting insurers to refresh control frameworks, clarify accountability and automate monitoring where possible.
Data quality remains a major constraint and opportunity. EY's more detailed insurance survey says many risk leaders are trying to improve access to consistent, high-quality information so they can generate faster and more useful insights, with centralised data platforms helping reduce fragmentation. The firm argues that these changes are also reshaping the risk workforce, with demand rising for people who combine digital, analytical and business skills. In EY's view, that is pushing the chief risk officer role towards a more strategic position in corporate decision-making and transformation.
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