US Army shifts focus to AI as a decisive factor in future cyber battles
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The US Army is increasingly treating artificial intelligence not as a future add-on, but as a battlefield necessity, after a recent exercise showed how an enemy AI could probe and adapt to defences faster than human operators could respond. In the simulation, Army networks supporting operations in the Asia-Pacific were harried by a digital adversary designed to confuse soldiers, expose weaknesses and keep shifting its tactics in real time.
The exercise, the Army’s second AI tabletop event, brought together 14 companies, including Google, OpenAI, Microsoft, Amazon Web Services and Palo Alto Networks, alongside Army and Pentagon officials. Brandon Pugh, the Army’s principal cyber adviser, said the scenario was framed around an Indo-Pacific crisis in September 2027 and was built on the idea that a hostile AI would not strike once, but would launch repeated attacks, adjusting after each encounter.
Gen. Chris Eubank, who leads Army Cyber Command, said the discussion centred on how AI and frontier models could help the service defend itself more effectively. One recurring theme was deception: using machine intelligence to detect intruders, study their behaviour and force them to waste time and resources. Participants also uncovered vulnerabilities in Army systems that had not previously been identified, underscoring how quickly the threat picture is changing.
The Army’s concerns mirror a broader shift across the Pentagon. The Defence Innovation Unit is already developing Thunderforge, an experimental AI programme that uses multiple digital agents to scrutinise war plans and flag weaknesses human planners may miss. That project has been tested in exercises linked to US Indo-Pacific Command and is intended for commanders and planners in both the Pacific and Europe. Separately, Army officials have signalled they want to move faster than traditional procurement allows, with Cyber Command looking at short testing cycles of 30 to 90 days for new AI tools.
For now, the Army still requires a human in the loop for all tasks, but leaders are openly questioning whether that will be enough in a future cyber conflict. Eubank said the service cannot afford to think only in terms of AI augmenting people; the harder question is where machines should be allowed to make decisions on their own in cyberspace defence. That debate is likely to shape how the Army equips itself for a contest in which speed may matter more than volume, and where the adversary may be a system that learns as it attacks.
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