M&S and Co-op cyberattacks reveal rising retail vulnerabilities and £125 million potential losses
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In a world increasingly fraught with cyber threats, two recent high-profile hacks have underscored the precarious nature of retail security in the UK. Joe Tidy, a cyber correspondent, shared his unsettling interaction with hackers who claimed to have compromised both Marks & Spencer (M&S) and the Co-op. Through a series of messages on Telegram, the hackers divulged details of their operation, asserting that they had stolen substantial amounts of customer and employee data from these retailers. The extent of their claims was corroborated by evidence they provided, indicating a troubling reality for both companies and their customers.
The cyber incidents at M&S and the Co-op have had severe repercussions. M&S has suffered operational disruptions since the attack occurred over the Easter weekend, when it was forced to suspend online orders spanning nearly three weeks. The situation not only resulted in a staggering £4 million loss per day in online sales but also caused a significant 18% drop in the company’s share price. Analysts estimate that the total revenue loss could reach £125 million if the disruptions persist. While M&S maintains that no payment details or passwords were compromised, customer data—including names and order histories—was put at risk, leading to heightened consumer concerns.
Co-op has also faced its share of turmoil. Initially, the company attempted to downplay the severity of the breach, but soon admitted that a substantial data breach had occurred. Customers reported encountering empty shelves in stores, a direct result of the operational chaos stemming from the hack. Industry experts have observed that this increase in cyber incidents highlights the vulnerabilities of retailers in a sector already burdened by outdated IT systems and insufficient cyber security measures.
According to the hackers, the group behind these attacks identifies as DragonForce—a cybercrime cartel offering a range of malicious services in exchange for a cut of any ransoms paid. This model of ransomware-as-a-service has proliferated in recent years, particularly following the dismantling of the notorious LockBit group. As DragonForce seeks to solidify its position in a fragmented landscape of cybercriminal operation, it has recently expanded its offerings, including support services and negotiation tools for ransoms.
In the wake of these attacks, M&S disclosed the impact on its financials. CEO Stuart Machin stands to lose up to £1.06 million due to the strike on the company's market performance. Even before the cyber incident, M&S had reported a strong financial position, with pre-tax profits expected to reach £840 million. However, the fallout from the cyber attack threatens to derail its ongoing transformation efforts, which rely heavily on back-end automation and digital enhancements.
Alongside M&S, other retailers like the Co-op and even Harrods have also faced similar operational disruptions, prompting a re-evaluation of cyber insurance within the sector. Insurance premiums are projected to rise significantly, potentially increasing by up to 10% as insurers reassess the risks associated with cyber threats. M&S, set to claim up to £100 million from its cyber insurance, faces the challenge of improving its cyber risk management strategies to avoid skyrocketing premiums in the future.
The cyber security landscape for retail is alarming. The UK’s National Cyber Security Centre reports that businesses across the country have incurred approximately £44 billion in cyber-related losses over the past five years. This worrying trend compels retailers to reinforce their digital fortifications and adopt more robust crisis response strategies. As M&S and Co-op navigate these turbulent waters, their experiences serve as cautionary tales for the wider industry, prompting urgent calls for enhanced cybersecurity measures across the retail sector.
While M&S continues working with cyber experts and law enforcement to restore its systems, the reality remains that customer trust has been shaken. For consumers, this spells uncertainty in an industry that already faced scrutiny over its data protection measures. In an age where digital interactions have become the norm, the threats posed by cybercriminals will only continue to evolve. The lessons learned from these attacks may reverberate well beyond M&S and the Co-op, offering crucial insights into securing retail operations against future breaches.
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