Pro-Russian hackers disrupt Dutch municipal services amid NATO summit
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On Monday, a cyberattack disrupted NotuBiz, the service used by various Dutch municipalities and provinces to publish official documents. This impact rendered council and provincial document pages difficult to access across multiple regions, including the provinces of South Holland and Overijssel, as well as municipalities such as The Hague, Den Bosch, and Delft. The timing was particularly notable, coinciding with The Hague’s hosting of the annual NATO summit—a period when authorities had already warned of potential cyber threats targeting government infrastructure.
The pro-Russian hacker group NoName05716 took responsibility for the attack via their Telegram channel, continuing their pattern of targeting countries supporting Ukraine. This claim, however, has not been officially verified by government sources. NotuBiz reported a significant surge in network traffic aimed at their systems, leading to disruptions. Although their firewall blocked much of this traffic and prevented a complete outage, the attack nonetheless caused extensive delays and practical difficulties for users attempting to access official documents.
This event reflects a broader trend of cyberattacks orchestrated by Russia-aligned hacktivist groups against Dutch public and private entities. The Dutch National Cyber Security Center (NCSC) confirmed a wave of large-scale distributed denial of service (DDoS) attacks targeting multiple organizations both within the Netherlands and across Europe. These attacks are seen as retaliatory measures in response to the Netherlands’ military support for Ukraine, which includes financial aid amounting to several billion euros.
NoName05716, a loosely organized pro-Russian group, is known for frequent DDoS attacks on government websites, media outlets, and companies deemed adversaries of Russia. Their tactic involves overwhelming targeted servers with excessive traffic, impairing accessibility without stealing data or damaging critical infrastructure. Cybersecurity experts estimate that the group targets five to fifteen websites daily, amplifying the disruptive effect across multiple sectors.
The assault on NotuBiz follows previous high-profile attacks by NoName05716 in the Netherlands, including a notable DDoS attack on the North Sea Port website earlier this year and an incident affecting the public transport chip card system website. Although these attacks hamper digital services temporarily, physical operations typically continue without interruption.
These recurring cyber incidents underscore the vulnerabilities inherent in digital government and public service infrastructure, emphasizing the need for robust defensive measures. While firewalls and mitigation efforts can reduce the severity of such attacks, the inconvenience to citizens and potential risks to sensitive systems remain a critical concern for Dutch authorities amid escalating geopolitical tensions.
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