Ransomware attack on Synnovis linked to patient death and £32.7 million NHS disruption
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In June 2024, a devastating ransomware attack targeted Synnovis, a London-based pathology service provider closely linked to the UK’s National Health Service (NHS). This cyber incident, attributed to the Russian-speaking criminal group Qilin, resulted in severe disruptions across several major London hospitals, including King’s College Hospital and Guy’s and St Thomas’ NHS Foundation Trust. The breach had dire consequences, contributing directly to the death of a patient due to prolonged delays in critical blood test results. This marks one of the first publicly confirmed cases in the UK where a cyberattack on healthcare infrastructure has been linked to loss of life.
The attack severely paralyzed Synnovis’ IT systems, forcing the cancellation of roughly 800 planned operations and 700 outpatient appointments. Blood transfusions and other urgent medical services were particularly impacted, with some hospitals resorting to handwritten records and asking staff for blood donations to manage supply shortages. The disruption stretched across the NHS network in London, costing an estimated £32.7 million in damages, far exceeding Synnovis’ recent annual profits and underscoring the high financial stakes involved in such breaches.
Qilin’s attack exploited an alleged zero-day vulnerability to infiltrate Synnovis’ systems, although this claim has not been independently verified. The ransomware gang demanded a staggering ransom of $50 million, an unusually large sum even by cyber extortion standards. Experts suggest this figure might have been partly aimed at raising Qilin’s notoriety in the cybercrime community. Synnovis reportedly refused or was unable to pay the ransom, prompting the attackers to publish 400GB of stolen data online. This breach compromised sensitive patient data, including names, dates of birth, NHS numbers, and blood test results, raising serious privacy concerns alongside operational chaos.
In the wake of the attack, King’s College Hospital NHS Foundation Trust conducted a thorough investigation into patient care during the incident. The patient safety review identified delays in obtaining blood test results as a contributing factor in the death of one individual. Trust representatives have engaged with the patient’s family, sharing the investigation findings and expressing condolences. Similarly, Synnovis’ CEO publicly expressed deep sorrow over the incident, while a government spokesperson highlighted the broader vulnerabilities facing healthcare infrastructure as digital dependency grows.
Cybersecurity experts have warned that this may not be an isolated tragedy. Dr Saif Abed, a specialist in healthcare cybersecurity, suggested other deaths might have gone unreported due to limited investigations into the full impacts of cyberattacks on the NHS. Calls are mounting for an independent inquiry to assess the scale and systemic risks posed by such breaches. The incident also drew attention to the continuing threats posed by ransomware groups who specifically target critical services like healthcare, confident that these organisations are more likely to refuse payment or face immense pressure to do so, all while risking patient safety.
The UK government’s ban on ransomware payments by public organisations remains a pivotal policy aiming to deter attacks, yet the severe operational disruptions and the tragic loss of life stemming from this case underscore the ongoing challenges in protecting vital public services. Meanwhile, Synnovis continues its recovery efforts, having completed the initial phase of system restoration, though the investigation by law enforcement and regulatory bodies such as the Information Commissioner’s Office remains ongoing.
This attack is part of a disturbing global pattern, with other ransomware incidents linked to patient harm or deaths in different countries, such as the United States and Germany. It highlights the critical need for robust cybersecurity measures and preparedness within the healthcare sector—not only to safeguard data but to ensure patient lives are not imperilled by digital threats.
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