UK MoD data breach exposes dozens of Afghan allies to Taliban violence
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At least 49 relatives and colleagues of Afghans affected by a Ministry of Defence (MoD) data breach have been killed amid ongoing threats from the Taliban, according to research submitted to the Commons Defence Committee. The study, involving 231 respondents informed that their data had been compromised, revealed that 49 reported family members or colleagues had been killed while 200 noted threats against themselves or their families. Of those, 99 had received direct threats to their lives, and 121 said friends and relatives still in Afghanistan had been targeted by the Taliban.
The origins of the data breach trace back to February 2022, when an official at UK Special Forces headquarters accidentally shared a spreadsheet containing sensitive details of around 25,000 Afghans applying for asylum. These individuals had supported UK military operations over two decades. The leak is considered one of the worst security failures in recent British history, placing up to 100,000 people at risk of violent Taliban reprisals. The breach led to Operation Rubific, a large-scale response to relocate and protect affected individuals.
Government figures show that approximately 16,000 Afghans had been resettled in the UK by May 2025, with an additional 4,500 in transit, under a covert relocation scheme initiated after the breach was discovered in August 2023. The Ministry of Defence has acknowledged 49 separate data breaches related to the Afghan resettlement operations, though details of each incident remain undisclosed. Costs related to the resettlement operation and breach response have been substantial, with estimates suggesting around £850 million directly linked to the breach and potential total costs rising as high as £7 billion. The National Audit Office has highlighted uncertainties over the exact figures and warned that compensation claims could add further financial liabilities.
The UK government initially obtained a superinjunction to suppress public disclosure of the data breach and its consequences, only lifted in July 2025 following a High Court ruling. The injunction had aimed to protect the lives of those compromised but drew criticism for lack of transparency. Defence Secretary John Healey publicly apologised for the incident, stressing commitments to security and safeguarding personnel, including British nationals, spies, and SAS soldiers whose details were also leaked. Among the Afghan allies exposed was a decorated commando who had risked his life alongside British forces during hostage rescues in Kabul, later tortured while fleeing the Taliban due to the breach's consequences.
The breach also uncovered vulnerabilities in supplier subcontractors, with a separate cyber incident in early 2024 compromising the information of an additional 3,700 Afghan nationals relocated to the UK. This second breach occurred via Inflite - The Jet Centre, an MoD contractor providing ground handling services at London Stansted Airport.
The unfolding scandal has prompted parliamentary inquiry, emphasizing the ongoing risks posed to relocated Afghans and raising questions about the government's handling of sensitive data and protection promises. While the latest government review suggests it is unlikely that mere inclusion on leaked spreadsheets alone would necessarily trigger Taliban targeting, the evidence of killings and threats underscores the grave human cost. Defence officials continue to withhold detailed disclosures about the breach's scope and its long-term implications for British-Afghan relations and UK national security.
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