Oakland’s council extends Flock Safety contract amid rising surveillance concerns and privacy debates
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The December 16 debate inside Oakland’s council chamber laid bare a national dispute about safety, privacy and the growing reach of private surveillance. Citizens denounced the city’s proposed contract extension with Flock Safety using stark language , “You are doing more to advance Trump’s agenda in Oakland than anyone,” one resident told councillors, while another invoked family history of persecution: "My parents were Holocaust survivors. They were hunted like animals by an authoritarian, white supremacist regime,” she said. The council ultimately extended the contract with added safeguards after police argued Flock had been responsible for 10 percent of arrests and was “one of the most effective crime-fighting technologies” it had. [1][6]
Flock Safety, founded in 2017 in the Atlanta area by three Georgia Tech alumni, has expanded rapidly; its network of AI-enabled automated licence plate recognition (ALPR) cameras now operates across thousands of communities in nearly every U.S. state. The company markets the technology as a powerful tool for solving burglaries, tracking dangerous suspects and locating missing people, and it has been credited in high-profile cases, including the pursuit of a Brown University gunman. According to the company, customers , typically local police departments or private property owners , own the data and control who can access it. [1][2]
That claim of customer control has been a central point of contention as investigations and public records have exposed how local ALPR systems interact with national networks and federal agencies. Industry reporting and civil liberties groups show that many local agencies participate in Flock’s “national lookup” network, which lets authorised users search records from other participating jurisdictions. The result, critics say, is a de facto nationwide log of vehicle movements that can be queried by a wide range of actors. According to reporting, Border Patrol and other immigration-linked agencies have used licence-plate systems to identify and stop drivers based on travel patterns; audit logs obtained via public-records requests reveal hundreds or thousands of queries tied to immigration enforcement in some cities. [1][3][4]
The mounting revelations prompted policy and operational pushback from cities and states. Municipalities including Austin, Cambridge, Santa Cruz and others have paused or ended subscriptions to Flock; Boulder and jurisdictions in Illinois have restricted data-sharing or blocked out‑of‑state access. In June 2025, the Boulder Police Department ceased sharing its data with the national lookup network accessible to U.S. Border Patrol and other ICE-linked agencies, a move its police chief described as balancing crime-fighting benefits with community concerns. In Illinois, Secretary of State Alexi Giannoulias has requested investigations and instituted audits after reporting that out‑of‑state agencies accessed Illinois ALPR data in ways that may have contravened state law. [1][4][7]
The company’s internal practices have also come under scrutiny. In August, Flock told Congress that customers had been misinformed about the company’s relationship with the Department of Homeland Security after the firm admitted it had run a pilot giving DHS direct access. CEO Garrett Langley later said pilot programmes focused on human trafficking and fentanyl investigations, not immigration enforcement, and acknowledged failures in communication and internal safeguards. According to AP reporting, Flock subsequently “paused” federal pilots and said it would tighten controls, implement keyword filters to block searches involving terms such as 'abortion' and 'ICE,' and strengthen identification of federal queries. An investigation into Customs and Border Protection’s access to certain state data remains ongoing. [1][2][6][7]
Privacy advocates and civil‑rights organisations argue these measures are insufficient because the harms have already occurred and patterns suggest future misuse is likely. A coalition led by the ACLU of Colorado revealed audit logs showing Denver’s Flock data had been searched more than 1,400 times for ICE-related purposes since June 2024, despite earlier denials from city officials. Democratic Senator Ron Wyden has sharply criticised Flock’s response, writing that the company “has not taken responsibility for the harms it has enabled,” and warning that abuses are both likely and inevitable unless controls are enforceable and transparent. [3][1]
Concrete incidents have intensified alarm beyond abstract audits. Reporting by 404 Media prompted scrutiny after a Texas sheriff reportedly used nationwide ALPR data to pursue a woman who had a self‑administered abortion; records later suggested the investigation concerned the death of a fetus and potential criminal charges, rather than the woman’s safety. That episode and others prompted states with legal protections for abortion seekers to strengthen limits on ALPR use. Illinois law, for example, bars law enforcement from using ALPR data for out‑of‑state abortion probes or immigration enforcement, and state officials have since moved to block dozens of out‑of‑state agencies from accessing local Flock data. [2][7]
Flock and some police departments maintain that the cameras materially improve public safety and that contractual and technical fixes can prevent misuse. The company says it has blocked federal and out‑of‑state access in many cases, added search restrictions and shortened retention periods where required. Yet sceptics point to episodes in which cameras were reinstalled without clear local authorisation and to continuing discrepancies between public statements and audit records as evidence that voluntary changes and vendor assurances alone will not allay civil‑liberties concerns. As jurisdictions weigh crime‑fighting benefits against the risk of surveillance overreach, the debate is shifting toward whether enforceable laws, independent audits and stricter contractual terms are necessary to ensure local ALPR deployments do not become tools for harassment or extraterritorial enforcement. [1][5][2]
The conflict playing out in city halls, state capitals and congressional hearings captures a broader contest over surveillance governance in the United States: how to harness rapidly improving sensor and AI tools for public safety while protecting privacy, civil rights and the autonomy of local communities. Government investments , such as California’s $1.6 million allocation for hundreds of Flock cameras in Oakland and nearby highways , illustrate the political and fiscal stakes, and they underscore why activists, officials and vendors are now locked in an argument about who should control the data and under what legal constraints. For many communities, that decision will determine whether ALPR technology remains a crime‑fighting asset or becomes an instrument of broader state power. [6][1]
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