Gartner warns of rising security risks as organisations move generative AI into daily operations
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Organisations moving generative AI from pilot to everyday use are confronting a cluster of security hazards that, if left unchecked, could undermine both operations and trust, Gartner analysts warned this week. Dennis Xu, vice‑president and analyst at Gartner, told delegates at the Security and Risk Management Summit in Sydney that current large language models retain vast quantities of information while lacking judgement, likening them to a young child with exceptional recall but no sense of context. According to Gartner research, that mismatch between capability and comprehension helps explain why many GenAI initiatives falter when governance and technical controls lag adoption. 
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