Cloudflare warns that AI-driven web traffic could lead to a more closed and expensive internet
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Cloudflare has argued that the web is moving into an era where the old distinction between human visitors and automated agents matters far less than it once did. In a recent post, the company said the real issue is no longer simply whether traffic comes from a bot or a person, but what that traffic is doing with the content it retrieves.
The company’s view is that the current internet was built for a different environment, one in which sites could more easily assume that a request from a browser represented a legitimate user. In an AI-heavy web, Cloudflare says that assumption breaks down. A conversational assistant booking tickets, a search crawler, or a person acting through automated tools may all look similar from the server’s perspective, and websites are increasingly unable to tell whether data is being read once for a single user or harvested at scale for model training.
That shift, Cloudflare warns, could push publishers and service providers towards a more closed and expensive internet. The company suggests that more sites may require accounts, use stable identifiers, or abandon open access models entirely. It says some businesses may decide to cut the web out of the loop altogether and sell data directly to AI firms or distribute services inside larger platform-controlled ecosystems.
Cloudflare’s preferred answer is not to collect more passive data about visitors, but to use active, privacy-preserving checks that prove a client has passed a verification step without revealing who they are. It points to Privacy Pass as one example of that approach, allowing a browser to obtain anonymous proof after completing a challenge such as a CAPTCHA. The company says that kind of system can reduce friction while avoiding the tracking associated with cookies or identity-linked logins.
But Cloudflare also acknowledges the danger that verification systems can creep towards exclusion. It warns that once anonymous proof infrastructure exists, pressure may build to prove more than basic legitimacy, including requirements tied to major platforms or specific device makers. Its test for acceptable technology is whether someone anywhere in the world can still build their own device, choose their own browser and operating system, and reach the web on equal terms. If that stops being true, Cloudflare says, the industry should rethink the direction it is taking.
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