White House warns of escalating Chinese efforts to extract US AI capabilities
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The White House is preparing a tougher response to what it sees as a growing threat from Chinese-linked AI firms, with a memo circulated by Michael Kratsios warning that foreign entities are carrying out deliberate, industrial-scale efforts to distil American frontier models, according to the Financial Times and reporting picked up by AP. The administration is said to be working more closely with US AI companies to identify abuse and coordinate countermeasures.
At issue is distillation, a technique that lets a smaller model learn from the outputs of a larger one. In legitimate settings, it can make AI systems cheaper and faster to run. But US officials now argue that the method is being used at scale to extract the capabilities of leading American models and repackage them for rivals, a concern that the White House says may warrant penalties, according to AP and Nextgov.
The warning follows months of escalating claims from American AI companies. Anthropic has already accused DeepSeek, Moonshot AI and MiniMax of running what it described as industrial-scale distillation attacks on Claude, alleging the use of more than 24,000 fake accounts and millions of exchanges to train competing systems, according to TechCrunch and Euronews. In a separate account cited by the Financial Times, Anthropic also said the companies had targeted Claude’s most advanced features, including reasoning, tool use and coding.
China’s embassy in Washington has rejected the allegations, calling them "pure slander" and insisting that China protects intellectual property, according to the reports. The dispute comes amid a broader US-China contest over AI, with AP noting that the performance gap between the two countries is narrowing and that lawmakers are already considering measures to identify and punish foreign actors accused of harvesting closed-source model features. Researchers and industry figures, however, have also cautioned that distinguishing unauthorised extraction from ordinary model use is often difficult, even as pressure builds for tighter coordination between labs and the federal government.
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