US warns of Chinese AI firms' industrial-scale extraction and distillation efforts
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The US State Department has broadened its accusations against China’s artificial intelligence sector, warning diplomats worldwide about what it describes as the extraction and distillation of American AI models by Chinese firms. According to TechRadar Pro, the cable names DeepSeek, Moonshot AI and MiniMax and says the aim is to alert foreign governments to the risks of using models built on US proprietary systems.
The move follows earlier White House claims that China was “systematically” copying frontier AI capabilities, but the latest language is more direct and more specific. Axios reported that Michael Kratsios, who leads the White House Office of Science and Technology Policy, accused China-based actors of running industrial-scale operations that use proxy accounts and jailbreak techniques to get around safeguards and recover proprietary information. The administration, he said, intends to share intelligence with American AI companies so they can harden their defences.
The dispute centres on a technique known as distillation, in which a smaller model is trained on the outputs of a larger one, reducing the cost and computing power needed to build a competitive system. That approach has helped Chinese developers release lower-cost models that have gained attention in the global market. Tom’s Hardware reported that DeepSeek has now unveiled a 1.6 trillion-parameter V4 model designed for Huawei’s Ascend chips, underlining China’s push to reduce dependence on Nvidia hardware.
China’s embassy in Washington has rejected the allegations, saying Beijing attaches importance to intellectual property protection and describing the claims as slander. The dispute comes at a sensitive moment in US-China relations, with President Donald Trump expected to meet President Xi Jinping in Beijing in May 2026 and with wider tensions already running high over technology controls and access to advanced chips.
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Chinese Al Sector - Concerns for US Proprietary Systems

* Risk of competitive disadvantage through accelerated
development.

- Potential IP infringement and security vulnerabilities due to
unauthorized data flow.




