Enterprises must secure browsers as the frontline in AI governance, says HCLTech
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As generative AI moves deeper into day-to-day work, the browser has become one of the most sensitive parts of the enterprise stack. HCLTech argues that this shift is forcing companies to rethink the browser not as a simple application, but as a governance boundary where policy, monitoring and data protection must be enforced in real time. The company says the old model of securing the device and the network is no longer enough when workers are entering company information directly into AI tools inside the browser.
That concern is echoed by recent security research. UpGuard said in a 2025 report that unapproved AI tools are already widely used across organisations, with executives among the most active users, and that attempts to ban so-called Shadow AI are proving ineffective. The risk is compounded by agentic AI systems that can access email, run code and manage files in ways that resemble legitimate user behaviour. Help Net Security, citing LayerX, reported that almost every enterprise user has browser extensions installed, many of them with high or critical permissions, while more than a fifth now have GenAI-enabled extensions that can bypass corporate controls.
HCLTech’s view is that enterprises need a tiered framework for AI access: sanctioned tools with formal agreements, restricted tools that cannot handle sensitive data, and prohibited consumer services that offer no meaningful audit trail. The company also says traditional data loss prevention is not built to spot prompts typed into chat windows, which means browser-aware controls are needed if firms want to stop confidential material from leaking into public AI services. LayerX has separately argued that browser-based integration gives security teams the visibility needed to detect and block risky activity without making workers less productive.
The urgency is sharpened by the extension ecosystem. TechRadar reported that more than 300,000 users were targeted by malicious Chrome extensions masquerading as AI utilities, some of which were able to read email contents and harvest data from webpages and corporate documents. That kind of attack underscores why HCLTech is pushing a model that combines browser lockdown, allow-listed agent execution, audit logging and tighter access controls. The company says enterprises must also decide whether to deploy a dedicated enterprise browser or harden existing ones such as Chrome and Edge, balancing flexibility, device coverage, privileged access features and regulatory defensibility.
For HCLTech, the broader message is that browser security and AI governance are now the same problem. The firm says organisations that build control into the browser today will be better placed to adopt agentic AI with confidence, while those that delay will face higher risk and more expensive retrofits later. In its view, the browser is fast becoming the place where work is not only done, but governed.
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