Fed warns of rapid AI-driven risks prompting call for adaptive supervision in banking
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At a Financial Stability Oversight Council roundtable in Washington on 1 May, Federal Reserve Vice Chair for Supervision Michelle Bowman said the financial sector is already feeling the effects of artificial intelligence, with the technology reshaping cyber defence, operations and supervisory expectations far faster than many regulators had anticipated. She argued that the gains are real, but so are the new risks, and said the pace of change demands a more flexible regulatory response.
Bowman described AI as increasingly embedded in banking, from in-house systems built by large institutions to third-party tools bought from vendors. According to her remarks, the technology can improve efficiency, accelerate work and generate content at scale, but the same capabilities can also be turned against firms by attackers looking for weaknesses in systems or controls. She pointed to cyber-focused AI tools as an example of why supervisors are now paying closer attention to how institutions use the technology.
She said the Federal Reserve has been discussing AI with banks for years, but that the current wave of adoption has made the issue more immediate. Bowman said examiners are focusing on whether AI is being used in important functions, how widely employees can access it and whether it affects customers directly, including in lending decisions. The speech also reflected the Fed’s recent shift towards concentrating supervision on material financial risks that could threaten a bank’s survival.
Bowman also raised questions about how existing risk frameworks should apply to newer AI systems. The Federal Reserve, together with the Office of the Comptroller of the Currency and the Federal Deposit Insurance Corporation, recently revised model risk management guidance to clarify that it does not cover generative or agentic AI. In its place, Bowman said banks will need to rely on broader governance and risk controls, while supervisors decide whether older guidance is still suitable for emerging tools. She added that third-party risk oversight also needs updating as more banks depend on vendor-supplied AI products.
The discussion is not confined to the United States. Bowman said work at the Financial Stability Board is under way to identify sound practices for AI adoption and to produce a report on its benefits and challenges, with consultation expected in the third quarter. She also highlighted recent discussions involving Treasury Secretary Scott Bessent and Federal Reserve Chair Jerome Powell with large banks about the cybersecurity implications of AI systems, describing that engagement as valuable for protecting the banking system. Her broader message was that innovation should be encouraged, but supervision must evolve with it.
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