As enterprises embrace AI in the cloud, operational costs and security risks escalate
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Public cloud has become the default launchpad for enterprise AI because it removes most of the friction that once slowed digital projects. Companies can tap compute, storage, managed services, pretrained models and global infrastructure almost immediately, which means teams can move from idea to pilot without first building a major platform operation. In practice, that convenience has made hyperscale clouds the easiest route for organisations under pressure to show AI progress quickly.
That convenience, however, is colliding with a harder reality: getting AI into production is no longer the main challenge, running it safely and at scale is. Lenovo research cited by TechRadar says many employees are already using AI tools weekly, often outside IT oversight, creating what it described as an execution gap. At the same time, NTT Data found that cloud maturity is holding back AI programmes, with most firms warning that current spending patterns could undermine modernisation work rather than support it.
Costs are becoming a bigger concern as AI usage deepens. TechRadar reported that some businesses are shifting towards hybrid and on-premise models as large language models and AI agents generate persistent API traffic, GPU demand and cloud data-transfer charges. What once looked economical for testing can become far more expensive once workloads move into constant use, especially when organisations are paying for every query, every transfer and every burst of processing.
Security and governance are adding to the pressure. Palo Alto Networks, in research also highlighted by TechRadar, found that AI-powered cloud services are being deployed faster than many firms can control them, with excessive permissions, misconfigured storage and database settings, and growing numbers of non-human identities all increasing risk. Even so, as TechTarget has noted, public cloud remains the main vehicle for many enterprises because it still offers the fastest path to proof of concept, automation and productivity gains. That leaves executives with a familiar dilemma: the cloud may be the easiest place to start AI, but it is increasingly where the operational, financial and security costs become hardest to ignore.
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