AI in customer support boosts efficiency but opens new security vulnerabilities
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Customer support teams have spent the past year embracing AI inside CRM systems for tasks that once slowed service down: summarising cases, flagging urgent SLA breaches, reading sentiment in chats and checking conversations for compliance. The attraction is obvious. The danger, less so. As AI becomes part of daily operations, security researchers and industry analysts say it is also becoming part of the attack surface.
The core concern is that AI features built to improve speed can be turned into tools for abuse. In customer service environments, where systems hold emails, account details, payment data and other personal records, a compromised agent can do far more than just expose information. It can help create fake accounts, reset credentials, move laterally through connected systems and erode customer trust long before a breach is publicly detected.
Recent reporting has shown how quickly AI tools can be misused when they are granted broad access. TechRadar has highlighted research on agentic AI systems that can be manipulated to imitate legitimate users, access email, run code and manage files, sometimes with minimal oversight. Separate reporting has also pointed to insecure deployments and exposed control panels across thousands of installations, underlining how often convenience outruns security when organisations rush to deploy autonomous tools.
One of the most troubling risks is the way AI agents identify users and exchange data across platforms. In CRM environments linked to collaboration tools such as Slack or Microsoft Teams, attackers may be able to abuse trust relationships if systems rely on shared root keys or long-lived secrets rather than short-lived credentials. That can allow a malicious actor, armed with only an email address and the right access path, to impersonate a privileged employee and sidestep defences such as multifactor authentication and single sign-on.
Researchers and security commentators have also warned about prompt injection and related manipulation techniques, in which malicious instructions are hidden inside apparently ordinary text. If an AI agent summarises a ticket, email or form submission without properly separating trusted from untrusted content, it can be tricked into calling a more powerful agent or carrying out actions it should never perform. In April 2026, both Microsoft and Salesforce patched flaws in their own AI workflows that could have been used to leak sensitive data through this kind of abuse, a reminder that the issue is not theoretical.
The wider compliance picture is changing too. UpGuard’s 2025 research, as reported by TechRadar, found extensive use of unapproved AI tools inside companies, even among security staff, and warned that so-called Shadow AI creates privacy and governance problems because data may be processed or retained outside approved systems. That matters for customer support centres because the more AI is allowed to act like a user, the more it needs to be governed like one. Regulators in the US, Canada and beyond are increasingly focusing on how non-human identities handle consumer data, and organisations that cannot show clear controls, approvals and audit trails may face legal and financial consequences.
The answer, experts say, is not to abandon AI but to constrain it properly. That means limiting permissions, isolating agents by role, requiring human review for high-impact actions, monitoring for unusual behaviour and testing every integration that links CRM tools to other business systems. Security Boulevard’s reporting on patched agent flaws and TechRadar’s coverage of insecure agent deployments both point to the same conclusion: AI can be useful in customer support, but only if companies treat it as a privileged system that must be contained, observed and continuously checked.
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