Next Generation 9-1-1 faces new security threats amid digital transformation
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As emergency services move further into Next Generation 9-1-1, the benefits of richer data and faster routing are arriving alongside a sharper threat environment. The National Telecommunications and Information Administration says NG9-1-1 is designed to let public safety answering points receive not just voice calls but also text, images and video, bringing emergency response into a more digital era. That same shift, however, expands the opportunities for abuse, from false calls and spoofed locations to cyberattacks on the systems that carry them. 
The FBI has repeatedly warned that swatting is not a prank but a potentially deadly crime. In its guidance, the bureau says hoax 9-1-1 calls can trigger large police responses, waste scarce resources and create a real risk of injury or death. Researchers have also described 9-1-1 networks as vulnerable to attacks on confidentiality, integrity and availability, including spoofing and denial-of-service campaigns that can interfere with emergency communications at scale. 
That is why emergency communications centres are being pushed to treat these threats as operational, not theoretical. The lead article argues that call-takers now need stronger verification tools, clearer escalation procedures and closer coordination with supervisors when a report appears suspicious. It also notes that the old instinct of sending help when in doubt still applies, but now has to be paired with better context so responders can approach scenes with more awareness. 
Technology may help, but it is not a substitute for judgment. The article says artificial intelligence can support call handling by flagging anomalies, highlighting emotional cues and surfacing details that may be missed under pressure, yet it should not be left to decide whether an emergency is genuine. That caution is especially relevant as synthetic voices, manipulated images and other deepfake-style tools become more accessible, making fabricated incidents harder to spot. 
The broader challenge is organisational as much as technical. The article points to fragmented governance, uneven funding and inconsistent adoption of standards as obstacles to building a coherent defence. It argues for more training, shared incident reporting, state-level coordination and stronger use of federal guidance from bodies such as SAFECOM and the Cybersecurity and Infrastructure Security Agency. In a system where a single false report can set off a major response, resilience now depends on keeping human expertise at the centre while the technology around it rapidly changes. 
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