US agencies urged to patch Windows flaw fueling zero-day exploits linked to Russian espionage
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The US Cybersecurity and Infrastructure Security Agency has told federal departments to secure Windows systems after a flaw linked to active zero-day attacks was added to its Known Exploited Vulnerabilities catalogue. The issue, tracked as CVE-2026-32202, has been described by Akamai as a zero-click NTLM hash leak that remained after Microsoft’s February fix for a separate Windows Remote Code Execution bug proved incomplete.
According to CISA, the vulnerability was added to the catalogue on 28 April, with civilian agencies required to address it by 12 May. The agency said organisations should apply vendor mitigations where available, follow binding guidance for cloud services, or stop using the affected product if no workable mitigation exists.
Security researchers say the weakness is tied to an earlier chain of flaws that had already been abused by the Russian espionage group APT28, also known as Fancy Bear and UAC-0001. CERT-UA said that campaign hit targets in Ukraine and EU countries in December 2025 and relied on weaponised LNK files alongside a separate Windows Shell issue, CVE-2026-21513, to reach victims.
Help Net Security reported that the latest flaw can expose NTLMv2 hashes simply by a user browsing a folder, without needing to open the malicious file. That makes the issue especially dangerous in enterprise environments, where stolen authentication material can be used to move laterally through networks and escalate access.
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