VECT 2.0 ransomware acts as destructive file wiper due to critical encryption flaws
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Security researchers are warning that VECT 2.0, a ransomware-as-a-service operation that has been spreading across Windows, Linux and VMware ESXi systems, is so badly designed that it behaves less like extortionware and more like a file wiper. Check Point Research says the malware mishandles its encryption routine on files above roughly 131KB, overwriting the data needed for decryption and making recovery impossible even if victims pay. 
That flaw matters because the vast majority of business data falls above that size threshold. According to reporting from The Hacker News and TechRadar, the bug means documents, spreadsheets, backups and other routinely targeted files are not merely locked but effectively destroyed, with only the last fragment of a file sometimes left intact. The decryption keys are discarded during the process, leaving neither victims nor the operators with a working way to restore the data. 
The campaign has already developed into a more organised criminal operation. Secure.com reported that VECT 2.0 surfaced on Russian-language cybercrime forums in late 2025, then expanded into a broader RaaS model with affiliates and partnerships aimed at widening distribution. Its operators have also been linked by researchers to TeamPCP, while some reports say the group is charging an entry fee in Monero. 
Researchers say the technical mistakes go beyond the nonce-handling bug, pointing to inconsistent cipher selection, flawed thread management and other signs that the code may have been assembled from older malware or partly generated with AI assistance. Even so, Check Point cautions that the current failures do not make the threat harmless: the group already has a distribution network in place, and a future update could turn the operation into a more effective tool for disruption and theft. The immediate advice from analysts is to rely on offline backups, tested recovery plans and rapid containment rather than any expectation of ransom payment buying data back. 
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