Meta Platforms introduces facial recognition to combat scam ads in the UK and EU

[image: ]
Meta Platforms, the company behind popular social media services Facebook and Instagram, is set to introduce facial recognition technology in the UK and the EU aimed at combating scam advertisements that exploit the images of celebrities. This represents the first expansion of the technology into these regions, following successful trials conducted in other parts of the world that commenced late last year.
The facial recognition system works by identifying potential scam adverts that depict public figures, a tactic commonly referred to as “celeb-bait”. The technology compares the faces featured in these advertisements to images sourced from the official profiles of the celebrities concerned. If a match is identified and deemed to be a scam, Meta will block the advertisement from being displayed on its platforms.
David Agranovich, a director on Meta’s security policy team, emphasised the importance of addressing scams and account security. Speaking to the BBC, he noted, “Scams and account security are top of mind for people. We’re constantly working on new ways to keep people safe while keeping bad actors out, and the measures we’re rolling out this week utilise facial recognition technology to help us crack down on fake celebrity scams – commonly referred to as celeb-bait, and to enable faster account recovery for people whose accounts have been locked or potentially hacked.”
The company's plans do not stop at combating scams; Meta will also employ facial recognition to provide users with a new method of verifying their identity when trying to regain access to locked or compromised accounts. Users can submit a video selfie, allowing the system to analyse and confirm their identity.
Concerns regarding the prevalence of celeb-bait ads have also been raised by high-profile figures such as BBC presenter Naga Munchetty, who has publicly shared her experiences of deepfake images of herself being circulated in scam advertisements. 
Mark Tierney, the chief executive of Stop Scams UK, commented on the development, stating it is a "crucial step" towards safeguarding users against these deceptive practices. He highlighted the severe implications scams can have, noting they often lead to financial loss and emotional distress while eroding trust in online platforms. Tierney added that “by leveraging advanced technology, Meta is taking a crucial step towards protecting users from these harmful activities,” and emphasised the collective responsibility of various sectors and consumers in reducing the visibility of scams online.
The introduction of this technology signifies Meta's commitment to enhancing user safety on its platforms in response to rising concerns over digital fraud and security breaches.
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