Government cuts to misinformation research and disinformation offices raise national security concerns
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During the first 100 days of President Donald Trump's second administration, the United States has seen the dismantling of key measures aimed at combating disinformation, raising concerns among experts about the potential national security consequences. These developments coincide with heightened geopolitical tensions involving adversaries such as Russia and China.
Significant actions include severe cuts in federal funding for research investigating misinformation and disinformation, coupled with the closure of the State Department's Counter Foreign Information Manipulation and Interference (R/FIMI) hub. The R/FIMI office, formerly known as the Global Engagement Center (GEC), had operated for over eight years with a budget of approximately $60 million and a team dedicated to tracking and countering foreign disinformation campaigns. The hub's shutdown, ordered by Secretary of State Marco Rubio, ended the United States' dedicated government capacity to monitor these activities internally.
In a statement justifying the closure, Rubio said it reflected a commitment to "preserve and protect the freedom for Americans to exercise their free speech." This move aligns with broader restructuring plans at the State Department, including staff cuts and programme closures. Additionally, several officials working on foreign election interference at the FBI have been reassigned, and others at the Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA) have been forced out.
The National Science Foundation (NSF) has also cancelled hundreds of research grants, including those addressing diversity, equity, and inclusion (DEI) and studies focusing on misinformation and disinformation. Elon Musk’s "Department of Government Efficiency" praised the NSF for cancelling 402 "wasteful" DEI grants, reporting savings of $233 million. Among the terminated projects were scientific endeavours studying the psychology behind false beliefs and corrections, as well as research into health misinformation and artificial intelligence-based deepfake detection technologies.
Lisa Fazio, an associate professor of psychology at Vanderbilt University, confirmed to Inquirer.net that her NSF grant to examine “how false beliefs form (and) how to correct them” had been cancelled. She expressed the continuation of her work at a reduced scale via the platform Bluesky.
Becca Branum, deputy director at the nonprofit Center for Democracy & Technology (CDT), criticised the defunding of such research, saying to Inquirer.net, “Research on how technology impacts society is critical to holding powerful tech platforms accountable. Shielding companies from criticism by defunding research is censorship that should trouble all of us.”
Adding to these concerns, the anti-disinformation firm Alethea revealed a Russian network associated with the influence operation “Portal Kombat,” aiming to undermine trust in US defence and military programmes, including Lockheed Martin and the F-35 fighter jet programme.
Benjamin Shultz, lead researcher at the American Sunlight Project, an anti-disinformation watchdog group based in Washington, commented, “By shutting down the office, Rubio has opened the American information space to the likes of Russia, China, and Iran.” He also reflected on the broader climate, stating, “As we approach 100 days of Trump 2.0, it’s harder than ever to believe that American politics — and society writ large — have reached a place where truth and facts are optional.”
Experts warn that these government shifts, combined with social media platforms scaling back content moderation and Meta's suspension of third-party fact-checking in the United States, may significantly hamper the public's ability to discern accurate information amidst a growing landscape of falsehoods.
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