Google Cloud plans agentic AI to transform security operations
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Google Cloud has announced detailed plans to integrate agentic artificial intelligence (AI) into its security operations, aiming to streamline routine tasks and enhance efficiency within security teams. This development is part of Google's broader vision to evolve security operations centres (SOCs) by introducing intelligent AI agents capable of independently identifying, reasoning through, and dynamically executing complex security tasks while maintaining ongoing collaboration with human analysts.
Unlike traditional assistive AI, which supports humans without autonomous operation, agentic AI is designed to function more independently within security workflows. Google Cloud’s newly developed AI agents, as part of its Gemini in Security suite, embody this shift towards more autonomous and collaborative AI functionality.
One of the key innovations includes the alert triage agent in Google Security Operations, which is built to perform dynamic investigations on alerts and provide conclusive verdicts. This agent uses context-aware analysis to gather supporting information, compiling detailed audit logs that explain its evidence, reasoning, and decisions. It aims to reduce the repetitive workload commonly faced by Tier 1 and Tier 2 security analysts who deal with the high volume of alerts generated each day. Google Cloud plans to make this agent available in preview to selected customers by the second quarter of 2025.
Complementing this is the malware analysis agent in Google Threat Intelligence, scheduled for preview release alongside the alert triage agent in Q2 2025. This AI is designed to reverse engineer potentially malicious files by examining suspicious code, running deobfuscation scripts, and producing summaries with decisive conclusions about file safety.
The overarching concept involves multiple specialised AI agents working collectively within a SOC environment, alongside human analysts, to automate and orchestrate varied security workflows. Google Cloud projects that this agentic SOC framework could yield significant operational efficiencies by freeing security professionals to focus on more complex threats and strategic concerns.
Key SOC functions targeted for automation or orchestration include data management, alert triage, threat investigation and response, threat research and hunting, malware analysis, exposure management, and detection engineering. The company supports this initiative with its extensive security data, AI research capabilities, and integrated technology infrastructure, enabling the development of agents that perform human-like planning and reasoning to produce consistent, high-quality security outcomes.
A notable technical feature is the introduction of interoperability protocols such as Agent2Agent (A2A) for communication between agents developed by different parties, and the model context protocol (MCP) for standardised interaction between AI systems and security applications. Google Cloud is also open-sourcing MCP servers for its Unified Security platform, facilitating customers’ ability to build custom workflows that integrate Google Cloud and other security products. This open ecosystem approach intends to encourage collaboration among diverse agents and products.
Grant Steiner, Principal Cyber-Intelligence Analyst at Emerson, highlighted the practical benefits: "We see an immediate opportunity to use MCP with Gemini to connect with our array of custom and commercial tools. It can help us make ad-hoc execution of data gathering, data enrichment, and communication easier for our analysts as they use the Google Security Operations platform."
Google Cloud has additionally launched SecOps Labs, a programme providing customers early access to AI pilot projects within Google Security Operations and a platform to offer feedback. Initial pilots include autonomous conversion of threat intelligence reports into detection rules, automated creation of playbooks based on incident history, and updating data parsers via natural language commands. SecOps Labs offers a trial space for teams to test and refine these AI capabilities and contribute to shaping future Google Security Operations technologies.
Hector Peña, Senior Information Security Director at Apex Fintech Solutions, reflected on current customer experiences with Gemini, telling SecurityBrief Australia: "No longer do we have our analysts having to write regular expressions that could take anywhere from 30 minutes to an hour. Gemini can do it within a matter of seconds."
This development marks a step towards increasingly automated and intelligent security operations environments, combining human expertise with advanced AI to address the growing complexities of cybersecurity workloads.
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