AI drives a new arms race in fraud detection and tactics
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In a landscape increasingly shaped by advances in technology, artificial intelligence (AI) is proving to be a pivotal force in fraud detection. As businesses welcome AI's capabilities to identify fraudulent activity swiftly and precisely, they simultaneously face an escalating challenge: fraudsters are employing the same technologies to enhance their scams, which complicates traditional detection efforts.
The publication Biometric Update reports on an upcoming panel discussion that aims to delve into this complex dynamic. Scheduled to feature several experts in the field, the webinar will explore how AI is being utilised on both sides of the fraud spectrum—by those aiming to prevent fraud and those seeking to perpetrate it.
Among the key figures participating in the discussion is Stephen Thwaits, Senior Vice President of Decision Innovation at AuthenticID, and Ben Davey, Co-founder and Vice President of Product at Darwinium. Chris Burt, Managing Editor at Biometric Update, will serve as the moderator for the event.
The panel is anticipated to provide insights into several crucial areas. Participants will learn about the real-time applications of AI in enhancing security measures and identifying fraud. There will also be a focus on the innovative tactics employed by fraudsters that leverage AI, creating an intricate ongoing battle between fraud prevention methods and the increasingly sophisticated techniques used by fraudsters.
Additionally, the session will highlight the challenges that businesses and individuals face in detecting AI-driven fraud, signalling a need for continual adaptation in detection strategies. The discussion will culminate in consideration of what the future may hold for fraud detection, particularly in the context of the growing sophistication of both AI tools and fraudulent activities.
The insights gained from this panel are expected to shed light on the evolving interplay between technology and fraud, equipping participants with knowledge that may aid in the arms race against fraudulent practices in a rapidly digitising world.
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