Cloning scams reach record £2.7 million losses as AI boosts fraud sophistication
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Consumers are facing an alarming increase in cloning scams, a sophisticated form of fraud that has garnered significant attention from industry experts and regulatory bodies. According to a recent report from the Investment Association, fraudsters lifted £2.7 million from customers of legitimate investment firms in the latter half of 2024 alone. These scams involve creating nearly identical copies of legitimate companies' websites, emails, or even fake WhatsApp groups to mislead consumers into sending payments. The findings highlight that impersonation scams are now a top threat for consumers wanting to invest.
The report, released to coincide with “Take Five” fraud prevention week, revealed 478 instances of impersonation related to investment management companies during this time, with nearly one in four attempts being successful. Adrian Hood, a regulatory and financial crime expert at the Investment Association, emphasised that fraudsters employ a variety of tactics, from impersonating investment managers to stealing card details or illicitly accessing accounts. 
The rise of artificial intelligence technology has notably escalated the sophistication of these scams. Hood warned that AI tools enable criminals to mimic legitimate firms with greater efficacy. This concern is echoed by other financial bodies, with the National Crime Agency reporting that over £78 million was lost to "clone firm" investment scams in 2020 alone. Consumers are urged to verify investment opportunities through the Financial Conduct Authority's (FCA) register, ensuring they only deal with registered firms.
Despite the troubling trends, there are signs of progress in the battle against fraud. The Investment Association also noted that overall fraud losses for consumers fell by 29%, down to £5.4 million, between the first and second halves of the year. Furthermore, efforts to counter account takeovers have shown results, with a drop in reported cases from 142 to 132. 
The Financial Services Compensation Scheme has raised alarms about the ongoing increase in online financial scams, particularly those involving brand cloning. Many of these scams target hopeful investors through misleading online advertisements and fake price-comparison websites. In the same vein, a report from the Global Anti-Scam Alliance revealed that UK consumers lost £11.4 billion to various scams over the past year—an increase of £4 billion from the previous year. 
In light of these findings, UK Finance has cautioned consumers to remain vigilant, suggesting they carefully check the authenticity of email addresses and websites, looking for subtle discrepancies that could indicate fraud. They advise confirming any firm’s legitimacy through the FCA’s register before engaging financially. Immediate reporting to local police and the Action Fraud centre is recommended for anyone who suspects they have fallen victim to a cloning scam.
The landscape of financial scams is evolving at a rapid pace, necessitating both increased public awareness and proactive measures from regulatory bodies to protect consumers. As technology continues to advance, so too do the methods employed by scammers, making ongoing vigilance essential in safeguarding personal and financial information. 
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