Experts warn 2025 is pivotal year for adaptive fraud prevention as remote purchase scams surge

[image: ]
In a climate marked by rapid technological advancement, experts assert that 2025 will be pivotal for adaptive fraud prevention methods. As fraud evolves, propelled largely by generative AI, traditional static prevention techniques are becoming increasingly inadequate. The crux of the issue, according to UK Finance’s latest annual fraud report, is that fraud is now the most prevalent crime in the UK, resulting in losses exceeding £1.1 billion in 2024. While the report indicated a slight decline in authorized push payment (APP) fraud, remote purchase fraud surged, filling the gap left by such decreases.
The need for a dynamic approach to fraud prevention has never been more pressing. Ben Donaldson, managing director of economic crime for UK Finance, emphasised in the report that addressing fraud should be viewed as a continual process. "Rather than trying to ‘solve’ fraud, our objective should be to protect as many people as possible by reducing and managing the evolving threat," he stated. This perspective highlights the necessity for a collaborative and strategic response that encompasses technology, telecommunications, and public sectors as a means of fortifying the UK's defenses against fraud.
In parallel with industry concerns, Jonathan Frost, Director of Global Advisory for EMEA at BioCatch, remarked on the resilience of fraudsters. He noted that the persistent nature of these criminal activities necessitates collective innovation and adaptive strategies. "While industry is holding its own against the rising tide of fraud, the gains made by fraudsters demonstrate that the fraud threat is persistent," Frost said. He underscored the need for a comprehensive national fraud strategy that prioritises prevention and accountability across sectors.
The latest insights from the financial sector reveal that while APP fraud—where victims are tricked into making payments—dropped to £450 million, unauthorized fraud escalated dramatically. In fact, losses from unauthorized fraud reached £722 million and incidents rose by 14%, reaching over 3.13 million cases, largely thanks to the proliferation of remote purchase scams exploiting stolen card information. Experts are now advocating for systemic reforms that include heightened involvement from tech and telecom sectors to address these evolving threats.
Moreover, the conversation around technology’s role in thwarting fraud is gaining momentum. Trends highlighted at the recent Fraud Prevention Summit underscored the implementation of AI-driven fraud detection systems and behavioural analytics to monitor transactions in real time. Biometric authentication and multi-factor authentication are now standard tools employed by financial institutions to protect customer accounts, effectively ensuring that only legitimate users access sensitive financial data.
Other players in the technology space are also making strides in fraud prevention. Feedzai recently announced the launch of Feedzai IQ, which employs artificial intelligence while prioritising customer privacy. The product aims to harness extensive network insights to bolster detection accuracy, addressing the urgent need for enhanced fraud prevention measures. As Pedro Barata, chief product officer at Feedzai, stated, "The true power of AI is only unlocked through access to meaningful, high-quality data."
In a similar vein, Spain's Facephi has introduced a real-time fraud prevention solution that utilises behavioural biometrics to create unique user profiles based on digital interactions. General Manager Jorge Sanz described the aim to develop a "cyber-DNA" that differentiates legitimate users from potential fraudsters based on various contextual signals. 
Amid these innovations, there are also calls for financial institutions to adopt federated learning in their fraud detection systems. This collaborative approach allows the sharing of valuable insights without compromising customer data, further strengthening defences against sophisticated fraud techniques.
As the landscape shifts, industry leaders are advocating for a transition from static to adaptive fraud prevention models that utilise comprehensive data analytics and real-time monitoring capabilities. SEON’s recent findings highlight that two-thirds of organisations are prioritising real-time transaction monitoring to keep pace with evolving risks.
The stakes are high, and as new fraud strategies emerge, the focus remains on creating a robust system that adapts to threats in real time. With collaboration between various sectors viewed as pivotal, the commitment to refining fraud prevention strategies is crucial for safeguarding consumers against the relentless rise of fraud in an increasingly digital world.
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